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Abstract: Al-generated image detection technology aims to distinguish synthetic content from authentic imagery to safe-
guard media integrity and facilitate the subsequent forensic tasks further. In recent years, it has been a concern in the field
of information security, especially in artificial intelligence-related industries such as judicial evidence verification, social

media moderation, identity authentication, news broadcasting, and political security surveillance. Moreover, the growth of
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generative models has been promoting deep learning-based detection algorithms. In particular, the emergence of advanced
techniques, such as the variational autoencoder, generative adversarial network, and denoising diffusion probabilistic
model, has led to a qualitative leap in synthesis quality. However, a comprehensive review and analysis of state-of-the-art
deep learning-based detection algorithms for different generative attacks are required to be realized to address the current
theoretical fragmentation. Thus, we develop a systematic and critical review to explore the developments of Al-generated
image detection in recent years. First, a comprehensive and systematic introduction of the detection field is presented from
the following three aspects: 1) the evolution of forensic technology from handcrafted features to deep representations,
2) the prevailing deepfake datasets, and 3) the common evaluation metrics. Then, more extensive qualitative experi-
ments, quantitative experiments, and generalization evaluations of representative detection methods are conducted on the
public datasets to compare their performance. Finally, the summary and challenges in the forensic community are high-
lighted. In particular, some prospects are recommended further in the field of digital forensics. First, from the perspective
of learning paradigms, the existing image detection methods can be divided into two fundamental categories, i. e. , the dis-
proof paradigm aimed at identifying falsity, and the truth-preserving paradigm aimed at modeling reality. Specifically, the
disproof paradigm focuses on extracting specific forgery traces including frequency domain artifacts and spatial inconsisten-
cies, while the truth-preserving paradigm targets the modeling of intrinsic real image distributions to detect anomalies. In
addition, the domain of deep learning-based detection algorithms can be classified into the convolutional neural network-
based fusion framework and vision transformer-based framework from the aspect of network architectures. The disproof-
based framework achieves the feature extraction of manipulation signatures by supervised binary classification and accom-
plishes deep feature discrimination via learning distinguishable boundaries between real and fake domains. To clarify the
transition of methodologies, the truth-preserving framework is originated from one-class classification and reconstruction
principles. From the perspective of the supervision paradigm, the deep learning detection methods can also be categorized
into three classes, i. e. , supervised learning, unsupervised learning, and self-supervised learning. The supervised meth-
ods leverage labeled synthetic data to guide the training processes, and the unsupervised approaches construct loss func-
tions via constraining the similarity between the input and the learned manifold of natural images. The self-supervised algo-
rithms are associated with the masked image modeling framework in common. Our critical review is focused on the main
concepts and discussions of the characteristics of each method for different forensic scenarios from the perspectives of the
network architecture and learning paradigm. First, we summarize the limitations of different algorithms, such as the gener-
alization failure of disproof methods and the modeling complexity of truth-preserving methods, and provide some recommen-
dations for further research. Second, we briefly introduce the popular public datasets such as FaceForensics++ and Wild-
deepfake and provide the interfaces related to download them for each specific detection scenario. Then, we present the
common evaluation metrics in the forensic field from two aspects: classification-based evaluation metrics and robustness-
based metrics designed for cross-generator settings. The generic metrics can be utilized to evaluate the precision and sensi-
tivity of algorithms of those are accuracy-based, error rate-based, receiver operating characteristic-based, and area under
the curve-based metrics in total. Some of the generic metrics, such as accuracy (ACC), area under the curve (AUC) ,
equal error rate (EER), and true positive rate (TPR) , are also used for the quantitative assessment of generalization. The
specific metrics designed for localization consist of pixel-level intersection over union and bounding box precision that
employ the pixel-wise masks as the reference ground truth. Third, we present the qualitative and quantitative results, and
average inference times of representative alternatives for various forensic missions. Finally, this review critically analyzes
the conclusion, highlights the challenges in the detection community, and conducts forecasting analysis, such as cross-
domain image detection, high-level semantic consistency-driven detection, antiforensic robust detection, real-time mobile
detection, explainable forensics based on physical imaging principles, detection under extreme compression, and compre-
hensive evaluation benchmarks. The methods, datasets, and evaluation metrics mentioned are linked at https://github.com/
qqqqwddw/wesome-image-Detection and https://www.scidb.cn/detail ?dataSetld=d6427185d9{f4c43bb6b190a117d723b.
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Fig. 1 Theoretical framework of Al-generated image detection based on dual learning paradigms
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] G =X A% R 29 o A9 % F% . 1ID (implicit identity
driven) (Huang 4§, 2023) VE R W SE 4, R 1 andaf
FIFHXS L2 2T 00 0 S B R 7 85 . 45 5R R0,
WOTETEZ IR G IR T R ORFr e i R BE , JUHAE
= E i [ AUC (area under the curve ) #2 i 3

TEMCHER b, 5 SR T ik — 20 R Y B 7 4 Y
EAZ o R KW . W&l 7 7R , UCF (uncovering com-
mon features ) (Yan %5, 2023) 5| AFETF 24155 2% 2] 1)
B, 51 R KA RE T 5 B0y e A2 i i B
TR T 25 ], DA S 42 T 1 A U A 5 A it
5 By s T By E R

SOy Al 7 vk 1 O HEE T 2o o) B IRV R
IR 7R 23 0], DT 2 it 3 B0z AL RE T 2 BREAR
ASTR]E SR, FrpAE s A S8 T T 2 TR
T 5 Y 2 RON] BE B T AR A A B A A O
SEONGE R R TR T FHIRE Sy o PR, A e
AR 2] 5 0k B A R IR 2 8] S B B AL
i, A TR — S S BEPE A
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%2 deepfake = Z &4 A Lk
Table2 Key literature on deepfake detection technologies
: WL =™ .
B BHH g VAR T CH
£S AR/
Durall 5 A (2020) R A 5 FF++ N https://github.com/cc-hpe-itwm/UpConv
2020 Li%FA(2020a) LR/ %) FF++ X htips://arxiv.org/pdf/1912.13458v1.pdf
Qian 5% A (2020) Wi e FF++ x htips://arxiv.org/pdf/2007.09355v2.pdf
Liu4F A (2021) B A s FF++ X https://arxiv.org/pdf/2103.01856X.pdf
2021 Luo%§A(2021) gt FF++ x https://arxiv.org/pdf/2103.12376.pdf
Li%E A (2021) gt FF++ x https://arxiv.org/pdf/2103.09096.pdf
R \
Chen 5 A\ (2022) q:‘j% %%:E, FF++ N https://github.com/liangchen527/SLADD
hF
Shiohara Fl Yamasaki
1 dr(dj)zzjmd&d ' I FhE FF++ J https://github.com/mapooon/SelfBlendedImages
2022 e
Cao %5 A(2022) L e FF++ X https://ieeexplore.ieee.org/document/9878441
Han %% A (2023) ] FF++ X https://dlnext.acm.org/doi/pdf/10.1145/3591106.3592282
Korsh Marcel ,
o u(nzo(;/jzﬂ) anee FEE RN FF++ N https://gitlab.idiap.ch/bob/bob.paper.deepfakes_generalization
Yan % A (2023) FRIEARAS  FF++ X https://arxiv.org/pdf/2304.13949. pdf
Larue %5 A (2023) PR FF++ J https://github.com/anonymous-author-sub/seeable
Huang %5 A (2023) Li B S| FF++ X https://ieeexplore.ieee.org/document/10204862
2023 Dong %% A (2023b) AT A FF++ N https://github.com/megvii-research/ CADDM
, Celeb-
Ke F1 Wang(2023) HRE fm Debe,g% sciencedirect.com/science/article/abs/pii/S089360802300001 1
ERRIZR
Dong % A\ (2023a) ch{‘jf?*:, FF++ X https://dlnext.acm.org/doi/10.1016/j.jksuci.2023.03.005
Wit i
Usmani 58 A (2024)  FRIEf#FS  DFDC% X https://dl.acm.org/doi/10.1145/3702250.3702258
CEAIE fR |
Jiang %5 A\ (2024) qiTﬂ %%ﬁ, FF++ X https://ieeexplore.ieee.org/document/10565921
AR V2
. Celeb-DF ) . . .
2024 Yin % A (2024) W —2 DFD %5 N https://github.com/Yzx835/InvariantDomainorientedDeepfakeDetection
Guan % A (2024) EEAF S FF++ X https://ieeexplore.ieee.org/document/10516609
XiaoZE A (2024) WH:—3  Celeb-DF X https://ieeexplore.ieee.org/document/10141892
Gao % A (2024) DI F AR FF++ X sciencedirect.com/science/article/pii/S0952197624006080
FuZ A (2025b) FRIEfA  FF++ x https://ojs.aaai.org/index.php/AAAl/article/view/32312
Kashiani 5% A (2025) Mg fhse  FF++ x https://arxiv.org/pdf/2509.22412.pdf
Wang %5 A (2025¢) Bt FF++ N https://github.com/wangzhiyuan120/idcnet
. VGG- ) .
Wang 4 N (2025a) Wy —3 Faced J https://github.com/Mark-Dou/Forensics
ace
2025 NV . . . . "
Li % A (2025a) Bk g FF++ X sciencedirect.com/science/article/abs/pii/S0031320325002821
Shi %5 A (2025) WA —3 FF++ X sciencedirect.com/science/article/abs/pii/S0031320324010501
Gao 5¢ A (2025) R AN FF++ X sciencedirect.com/science/article/abs/pii/S0031320325001888
Batagelj 5 A (2025) B2 FF++ X sciencedirect.com/science/article/pii/$240595952500027X
Bai 5 A (2025) W2 FF++ X sciencedirect.com/science/article/abs/pii/S0893608024008384
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L=
(a) J5iTR (b) it

(c) Z5H

El5  FREEAGE 22 55 (Durall 5,2020)
Fig. 5 Upsampling spectral difference (Durall et al. ,2020)

((a) original; (b) output; (c) residual)
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Fig. 6 Learning detection of simulated artifacts

3.1.2 BT ARRIE S A 5 A W) B M i B
)

DAET BRI RA A PSR . 72 fF 5
KPR ST, —Fh B 20 )7 24 deepfake £
) 2 A4 Sk B2 /325 (one-class classification, OCC) 5%
S R () R 2 AU T AL O IR B S
il o AL T — A BB B TE R b AT fh &
FEA Y AT A0 Ay U 7532 A ) B AR AL

SrRTICAEGR
PI7 T X e T (4 B Gy R AR 7 7 I
Fig. 7 Schematic diagram of identity feature disentanglement

based on contrastive learning

BT I — 25, WG B B ER R 1] TR ik
TR U S R AR . R LT R R R T LK
Bt A 00 T I A R BL , AN 4y A g 1 4%
(variational autoencoder, VAE) (Kingma #1 Welling,
2022) .GAN(Goodfellow 55 , 2020) , Jf- | F [ 2 (1)
2 B VR DR HE (Shi % ,2025) o HARIX RIS Hh
T A AR R BOE AR T Bz AL, (E R
= PR R RS AL AR A LA R AT g T D R
FAERES SRR . O T 3R THG I A RS 5 &
BEVE, A ARSI IRIR AR A0V B B ST 3 T 58
—J7 T , L RECCE (reconstruction-classification learn-
ing) (Cao 75 ,2022) KM I 51 A T B G EALHE
20 K AR 22 A — R TR AL, AT 3h 25
I 2 G TE R AE Y S X 385 53— J7 I, See-
ABLE (soft discrepancies and bounded contrastive
learning for exposing deepfakes) (Larue 55 , 2023 ) 251
5 VU A R (R 2, P i o ST S 2 B L SR
IR AR TE TR AN O 1 SO Y BERRE T
BT RIS, 28 )5 EE7E FF++(FaceForen-
sics++ ) B4 4 B9 AUC - 24 {8 73 531 T 35 97% Al
98. 5%, SR, 76 3 H Pk f% Pk (1) WildDeepfake %54
5 b, RECCE 45 5 ik i PERE ) 30 I 25 1 e, SR W] 0L
ZARE A TS

S HR DN 7 v B B IAE T MK D A
AN, DT LA W AR iz A RE Ty . 4R,
LS BRVE E g BE AT T X0 L SR A AR Y A
P, BIVSERY 0 23 A 4005 i 22 B DR 1 HAS I 1 5t
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PRI, 27 ) B B A0 7 ) NI R ik 2R, DA
P/ o A LAY B SRR AS (R R A, R S R — O
HEWFSY J 9] . Batagelj %5 A (2025) #2 1 09 4L 55 H
WEBHHESE M-Task-SS JE3X —J7 [n] ity JAUAC R

W 8 Frw iz kAT 4B A e 2
LSS R ZAT 55 M RO O S w5 | A A 7 il
Z ONEFEAS WEB A I 0, 4TS R S50 B0 1  O
SO AR AR T — B . SRR i iR
X ELSE AR IE A A R T L 127 T R R R AR T R
EZ I T R AR BE T A B g
A A B BB S A R

Rz ThiR B G
K8 ZAEFr I HESR

Fig. 8 Multi-task learning framework

) HEYE S S L2 R B IE . X 5 F 4l %k
P 9K Sl 8 S H A, 53— PR T L B A IR AR
2 BEAS 1) B A B D AT A . G [RT 9
7N IR R B R A U BE A 5 i
FLA SR B AR A 2 i AR AR B R S W L
Ay A AFAEA BTk . X W M & 1
— A NS I UA D 0] Sh AR AL (0 1
FE . Xie 55 A (2025) 42 1 ) GrDT (geometric repre-
sentation, distribution and texture )1 1= $& H i 5 £
UGS A A T DAEC 2 A 43 A1 Ay ik v
[ 37 +5 1] F8: HL (support vector machines ,SVM) o %7
VEA T S N AE AR 2 b B SRR R L A AL
PUI T Az SRR T L S5 5 A b AR i
H RN o BlE Az iU i B 52 T, B 9T E0 3B W e
Tri) 5N BRR 4 B 254 BRAF 5, Ciftei 5 A (2022) 42 14
(1) FakeCatcher , 5 T~ 0k 18 A 38 5 XfE LA 247 32 isf
(i) [ 25 (4 1L 32 30 3 2 AT, 35 40 b R S R R R
ERINE 2 NI 1 K 1A, A 1 R TREA B D B R e 7 E B DT R N
A RAGIN Pt NI, 5 B AR I AR AR 5 1
AT S b O Y TR

X MRS O LS AL A 1) Sl A A AR
SR A H AR AR, S 0BT e B T Y TR PR 3 TR
THRT YA BB AERE . SR, H S 7
32 3 B S 29, e 0l 7R 5 3 5 R 5 T AT
eI . i, M RTET YO IE RSO T I 2R
e 56 0P 5 TR A 6 I 2% AT R TR 2 IR R A R
KK TUAT S AR S DXIREG fb ok i 28 R 2% 1 i 5 |
FAE T, IR OR B Se 0 R iR ] i e PE A [l , 25
S SRASRITE I AR 2 N T B B R

N T BVEAGAS [R) RIS =T 1 % 224 Al B
s B B RRE S A, AR T B T FF++ (FaceForen-
sics++ ) . Celeb-DF (Ce]eb-DeepFakes) (1i%F,2020b)
K DFDC (deepfake detection challenge) %5 72 i 2 1
e R AT E X . ERAX LSBT Z
BT A7 b SR A I AT 55 O AR HE AL U0 /K 46, 3K 4
J T P A% SRR S B A Y BR il S A AN RS Y
TV B AR S AR A Tl i P
TG A ORI B - 1) AL 38, ) HAS I 25 DA 5t IR
F AL IS IBURME , S AT X0 55 5 0 — 8T 5 2)
P, PG B, U TR AT AR
[F) DA 1~ 4 P SO sl R P 00 5 3 )R U A B, Ak 3
Je B A A ARSI 0 45 e A D D i SR Y
BRI EG 4 Fe bR o, Ak T4 I A iy 00 20 5
FYBRES T ACC (accuracy) AUC A% FEFR

BULE S
RH

RS
S

K9 AR OCHE SR ES Y

Fig. 9 Topological structure of facial key point set

s ZAR AR, A 1] U BOAS R STHR A 1Y
S B A A [ AT R BRI, DR A 2% AF 5 i Bl et
MRS BEE EATREAAE 25 . O T KRR B LG
PRECER A 23 P-4k SR 2 R, A 3 S8 07 s v e ofe
DLoe™ BN o 2 30 A 1 7 A ) g 52 AR B 572 56
BOR BCRMEIE TR . 2T Il AT R B
TEAE M B SRR R T 48 7s AR 2 3
ATE RIS B 0z (e 5T i R AL
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=E, KEE, ERE, BR, R
W33 Al B E G A BUIE £ AR LR5R

T, UEDY e B M A R B AR
K B, LT I e A KU . AR 3
T 11 FOH52 QN Shiohara Al Yamasaki (2022 ) 5% 45 11E
fif A AN Yan 55 N (2023 ) 18977 278 5 )1 25 4 W) R 1Y
FE++ I3, AUC EI R0 T 99. 6%, SR T, 3 FfXof
o AE R 1 SR A Bz LB R . DA
Liu 55 A (202 ) $ 58 5347 7573 0 B, AT 7
ZARHI Celeb-DF 5 DFDC (deepfake detection chal-
lenge ) I, HCPEBE I 07 7 B2 2 IR, AUC S D i 22
I 20% . X — 2 AT Ty Al 1 X R AR A A
LEEi=E URUE S N o EA W U BIE o S S IBL & i 77
SN AZ AR

Hok A L ATE E 2 SR M 5 T R
AR PERE B R . A I T IR ) 1Y O R TE
FF-++ I 19 28 %18 BE B AIK T SOTA (state-of-the-art) [

WEDNZEDT i A HAE B HBR R 1Y Celeb-DF £di 42
ST M RE SR [ 2R A P R T
I B R . X R I, 38 o AR BRAE 5 (Ciftei 55,
2022 ) o F AL — SR EE ST I LS E I, B AR AR R
L N AN )RR SR U, F LA HE (9 R AE
BT G A S5, AT 7E S A R R - B
R 1) A A7 R

25 L RTIAR YA R AR I b T A S
P 5, AR S AR R B8 T3 SR B e 42
(A RS | 30 2 P 1) A7 279 =X A48 RO K Az 1492 Ak
Btk X ST R B SEUE A BT B B RS T
Je SO T RS 3 — ARk 7 1 4R

PRI, e S5 5 ) AR I 28300 e e A e, I
R Re i PR U AN AR R TG B2 A = AR A 1
PRGN 28 | 5 R 3% 40088 i 25 i e 14 [

®3 KRN deepfake M E LT R IR S BIH AR T HIMEREXT LLITAG

Table 3 Performance evaluation of representative deepfake detection algorithms in intra-domain

and cross-domain scenarios

AUC/%
Wl HRTE 27 30k
FF++ CelebDF DFDC S 4 I

Ry Kashiani 5% A (2025) 97.5 83.6 74.1 82.88
U Vi) Chen 5§ A (2022) 98.4 79.7 76.05 76.9

7&? NFANE Shiohara Fl Yamasaki(2022) 99.64 93.18 72.42 87.33
Ry Liu %5 A (2021) 95.32 76.88 66.16 -
R AR Yan5¢ A (2023) 99.6 82.4 80.5 82.8
HRES Ciftei % A\ (2022) 94.65(ACC) 91.50(ACC) - 86.48(ACC)

ff;éﬁ ] Larue % A (2023) 98.5 87.3 75.9 83.2
o] Cao 5§ A (2022) 95.02 99.94 91.33 74.47

T LR R B S I e 2R =" FoR %07 2 TOX AR K , (ACC) B SUILHR AR SR 5

3.2 EEERER N AR

Bl AE AR IR S Sl i 2R AT i Y
3 FH PN T A 55 T I 1 A 0 PR R 7 Dl
Wz A ARSI X S A B T A 4 E By 1Y)
deepfake K I T 9 40 S — ik SC 06 29 0T A9 R ok A
W37y 5%, Hooruk et e FE RO it B4 i AR 4 5
Yy 3 — BP0 T ] 3 FH A s PN 2 R ) D g
— P TTE T R R K AT 55 By B
Sl B i) PN R DR LS A ) o ok e B Y
AR AT B AT ) ARG I 1 A A AR P 3 A
I, 38 FH Az BR P9 25 A I 5 9E X deepfake il (1 &7 5

BAX, MHRTE AT J7 58 FAh Az LI i 5 20K
Pt P FERLIN H AR Al R Se g DA K5 A AL
Yeih Bt EAFAE NAE SRR, Xt e il ety ™ 5 fF 57
PIRRA B AEA R S 5 T B 22 S A R R 52
BRBRAR . BT, AR SOR X A U A0 S WS - 1) Kk
TR R D I AL ST A i R
A 14 £ T I8 B 1 2 HORAT 0 R R R AR £
2) F T S R B A EL T E R E X R R
PEAERE Y 2 A AR G G P B G A4
o D1 AR A P PR G T T ) A L 3 4
FG0 T iZ SR AR TAE. T LRI 5, F X
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Table 4 Key detection technologies for general-purpose generated images

2
O %3k E: MR TR IR/ 3
2020 Dzanic % A (2020) iE R FFH() % X hitps://arxiv.org/pdf/1911.06465v2.pdf
Mi % A (2020) im e PGGAN X https://ieeexplore.ieee.org/abstract/document/9093190
Jeong % A\ (2022) il g ProGAN % N https://github.com/SamsungSDS-Team9/BiHPF
2022 Dong %5 A\ (2022) 18 h e BigGAN X www.comp.polyu.edu.hk/~csajaykr/deepdeepfake.htm
h segaran % .
¢ ‘mdr(a;gir;“ FA 3 D ForenSynths https://arxiv.org/pdf/2208.11342.pdf
Epstein 45 A (2023) MIEER R4 Midjourney %5 X https://arxiv.org/pdf/2310.15150.pdf
Ojha %5 A (2023) FLAth A% AR ProGAN https://github.com/Yuheng-Li/UniversalFakeDetect
2023
Ma % A (2023) Gitdes CelebA %5 X https://icml.cc/virtual/2023/26129
Sha % A (2023) SRR MSCOCO X htps://dl.acm.org/doi/abs/10.1145/3576915.3616588
He %% A (2024) gitdes TNk N https://arxiv.org/pdf/2405.20112.pdf
YuZ5 A (2024) VIERYRES Midjourney %5 X https://dl.acm.org/doi/10.1145/3664647.3680776
Sarkar 25 A\ (2024) SR AL Kandinsky-v3 N https://projective-geometry.github.io/
Sinitsa fl Fried (2024) i e Midjourney %5 N https://sergo2020.github.io/DIF/
Alam 5§ A (2024) iE R Diffusion X https://dl.acm.org/doi/abs/10.1145/3627673.3680085
Ricker %5 A (2024) mE—K Kandinsky 2.1 % N https://github.com/jonasricker/aeroblade
2024 Liu % A (2024a) SRR ProGAN X https://ieeexplore.ieee.org/document/10657197
Li % A (2024h) B e PolarDiffShield N https://github.com/li-yanhao/masksim
Tan 55 A\ (2024) i FH 5 ForenSynths N github.com/chuangchuangtan/NPR-DeepfakeDetection
Li%E A (2024a) 18 h ¢ Genlmage 55 X https://dl.acm.org/doi/10.1145/3664647.3689003
¢ Kalogei
Wang Zﬁgozds())gelton w5 Genlmage N lix.polytechnique.fr/vista/projects/2024_detector_wang
R )2k .
Fu(2024) Lﬁﬁ{{j;a: Y%k Genlmage 55 X https://dl.acm.org/doi/10.1145/3664647.3689002
Shen 5§ A (2025) 5 Genlmage X https://ieeexplore.ieee.org/document/10890455
Huang 58 A (2025) SRR SID-Set %5 N https://hzlsaber.github.io/projects/SIDA/
Wang 55 A (2025h) SRR T SD1.5%% N https://github.com/iamwangyabin/OpenSDI
Fu%# A (2025a) 2 e L SDv1.4%% X https://icml.cc/virtual/2025/poster/44442
Karageorgiou 5¢ A\ (2025) Gl LatentDiffusion https://mever-team.github.io/spai
Li%E A (2025b) VIER/R!S ProGAN N https://github.com/Ouxiang-Li/SAFE
Diffusion .
Chu%$ A(2025) 5 ' usu?n X https://arxiv.org/pdf/2412.07140.pdf
Forensics
2025
Yang(2025) s COCo X https://arxiv.org/pdf/2507.02995.pdf
IRl i
Choi 5% A (2025) Ul ?Tgﬁj i A-Genlmage X https://arxiv.org/pdf/2507.02995.pdf
Guillaro 5% A (2025) T SD1.5 N github.com/grip-unina/B-Free
Tao %5 A (2025) IRy R4 ForenSynths %5 N https://github.com/rstao-bjtu/SAGNet/
Jia%E A (2025) iE AR ProGAN %5 X ieeexplore.ieee.org/document/11093000/media#media
Deng % A (2025) i A CASIA %5 X https://doi.org/10.1016/j.engappai.2025.111325
Tan % A (2025) i H Y ForenSynths X https://doi.org/10.1016/j.as0¢.2025.113873
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=E, KEE, ERE, BR, R
W SI3E Al B B S M BUE R AR LR id

HE VA0 P A X 267 A N 2 A B Y HAR SR
-5 BTHR

3201 FET IR AR AR [ A B R 04 DY i
fik~~]

D) SGl A AR SR . A RGBS

S(E’Jﬁﬁﬁiﬁk?%i PR G E IR LB )
IRANGE U 3 BAMERE R IT T IR AR K

HART AU A 07 1, W58 800 T
TR P AR AR R I 3k 7 Ve RO X — [ A
B (Mi 5, 2020) , SR AN KIS . 38 T4 Synth-
buster (Bammey , 2024 ) 3= SR il 1% (1) [ 2 8 I 4
PRI A 5% 22 | 17 MaskSim (Li 25 , 2024b ) W 7% 4 3
AR T AT YIRS R S B 19 245 8RS 20 AR AT~ 2T 1Y)
SHASHME , USRI I %) R 35 PR RN o 7R AR K
PLBHI I8 T5 T8, W88 20 TR R 28 284 5 e D2 1)
WNTEATT . BFFEA A NI TR )Z R R LA S
W53 (Nataraj 55, 2019) , 5 % 2| LGrad (learning on
gradients) (Tan 55, 2023 ) W 7E 5 B 25 6] J5O R 40 5
WAG S, I A K EH NPR (neighboring pixel rela-
tionships) (Tan % , 2024 ) 5538 i #E A Ry #8152 AH ¢
PEMARAS b7 b RAR SR O BT A RIS R 1 Oh
S, ST NS R R A AR Y A 0 S ) 2 AR ARG D E
Jo WeAM A E SRR Ty T AR SR L
H SR K M B, A2 1 IET12 B9 DCT (discrete cosine

transform ) £ $0 70 A 8 48 i3 T A 47 45 72 18 (Bonettini
¥
S B
=-0-w- i
W Ao

FARGREN 3 EARERHAT]

R
Bl

J:IEH@E"‘['

’ SR E Auileti HERRFAEIA]

4F,2021) , I HAEAS [F] 250 €538 18 0] 2R 30 b 35 1 3R
etk 2= (Jia 45 ,2025) , X SEGE 11 5 8 Sy A 0 44 1t
THMER.

RS R RO e 1 SCRRIE , 72 3 B ]
AR A RN TN S . BAR LR SET
T8 FHHE S0 771k PR L BT 4 I 0 194 53 A o R 3 e
IR PZ AT S, SR, 76 A 15 R 4 22 v 1) 3
AR ATk 5 20E LS SEb R e IR, 1
V& LA A 2 9k — A BB A 3 2ok X el 2545
BOHATE X PR R BB 1 R G KU

YT I, 0 TR R A B AEE ST, WF 5T S
B 1 A A 5 1 = (1) B ST R AE il 18 S BB
HHLH (Alam %5 , 2024 ; Meng 55 ,2024) , W& 10 Fﬁ
N R AR AR E Z BRI e R, B2
IR ) A28 )RR 3 5 23 B 52 R A B A %ﬁé,ﬁ’ﬁﬂﬁﬁ
Y RFIE IR G [ B, i ) G A [R) A0 38T 0L
I 25 S 5 s TR OGP S i, S B T Al 8 s P 1Y) I
FHET; (2) [ AT 1 A BUHLER AR , SR A5 T LGrad
(Tan%,2023) F1NPR(Tan %5 ,2024) % TAEFT#8 /8 Y
DKL VE 175 B b6 , 10 B )2 IR 300 S X LA S 2o X el
SRSt A THBRIY, DR AL B S A A Al

2) EAm U2 ) SRR AL I i A . BT
P28 S R O R, NI PR A B AT T R
AL 2 S v g i L, R B T Iz AR 1 1Y 0 — 4RIk
o HAZ.O BARTE T 5 SR s LN

HIEEGoEE
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IR

P
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Fig. 10 Schematic diagram of multi-source feature fusion
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RAHSCHE” o AN 11 vz 30— U Ay A i A0F 5 m]
RECr SRR A A R 1 5 A Ak 34 J= T
BEXS N2 O 25T BRIz A XL, AT 5 T A [6) )2 T
R TIRRTIT %

S R T AR AE R R 2 1 AT B AU AR 22,
CADDM (common artifact deepfake detection model)
(Dong &5 , 2023b ) 1| FH & FHVE 38 ) 455 B | S A 104 2R
FE F Jay 3 O 52 X 35k, 17 SAGNet (semantic-agnostic
artifact network ) (Tao %5 , 2025 ) W R F X P eIl 2k 5K
W, JE Ao VT 45 1R A TE A2 i BIL R 20 B N AR S
PHIEAR S YR T B R AR e o E— 20, R
Bt o) 3o 3 ) A 22 MR RO REAR 23 AT R o 14
B #H &P . LSDA (latent space data augmentation )
(Yan &5, 2024 ) F] H ¥ 7 25 1] B LB 22 4 28 B 2 4
Ak 1) Bh 1 ¢ AE 43 A, DRCT (diffusion reconstruction

WrBL 1. AR

~
NEfFEE
!

Phik 5%

=

CADDM
R
N Y

a EN
SAGNet

x Kz IESE S

L WA |

e P
3 A

LSDA

ALY

SAGNet
L A
MG
N J
\ FHEEREEEE  \ SRS
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Fig. 11 Training optimization
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CLIP (contrastive language-image pre-training) (Rad-
ford 45 ,2021) AR AL —1H 5 HEAR R (vision-
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volutional neural network , CNN) (Lecun 25, 1998 ) ¥k 1
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K ZCRE , x5 VLM ZER I b i B2 ] BF 98 8 IR R
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